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Crisis Management, Business Continuity and 
Resilience

After Galaitsi, Linkov et al, 2022



What Did the [real] Doctor Say?

CRISIS
-OXFORD DICTIONARY: a time of great danger, difficulty, 

or confusion when important decisions must be made

-MEDICAL DICTIONARY:  the turning point for better or 

worse in an acute disease
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Uncertainty in Modeling: IAEA Model intercomparisons – very 

significant uncertainty driven by judgment of modelers

Science and Crisis: Historical perspectives (Venice), 

Decision Maker Needs in COVID - New England, 

Supply Chain Crisis in CA

Resilience Theory: Taxonomy, Measurements,                        

Efficiency/Resilience, By Design and by Intervention

Conclusion: Scientists need to be honest to data, relevant to decisions, and 

timely in crises. 

Outline: Science and Practice 

of Resilience



FRUITPATH 

(1995-2002)

Forests in Japan (2012)

FORESTPATH (1993-1995)

Acute 

Deposition

STRAWBERRIES

Chronic Deposition

Science in the Time of Crises: Chernobyl



International Atomic Energy Agency Model Intercomparisons
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▪ Multiple types of uncertainty strongly affect modeling results
• parameter, model, scenario

▪ Understanding uncertainty is essential to: 

▪ Conduct analysis consistent with current regulatory guidance

▪ Gain trust and confidence 

Generally:

▪ Conclusions can be generalized to a wide range of models and 
situations.



Model vs. Parameter Uncertainty
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Parameter

Model

Strawberry



“Modeler” Uncertainty (Subjectivity)

• Familiar 

“Chernobyl” 

Scenario within 1 

order of magnitude

• Unfamiliar Waste 

Scenario almost 3 

orders of 

magnitude
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?

Guam, 
Late March 2020



Comparison of different SEIR models
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What Actually Happened in Guam?
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COVID in FEMA/ASPR Reg. 1: Resilience

• The Section is co-led by the Federal Emergency 
Management Agency (FEMA) and the Assistant 
Secretary for Preparedness and Response 
(ASPR), and includes personnel from the United 
States Army Corps of Engineers (UASCE)

• The FEMA/ASPR Region 1 Data Analytics Section 
was established to support the Regional 
Response Coordination Center (RRCC) COVID-19 
response efforts

• The Section provides modeling and analysis to 
support and inform decisionmakers on the  
distribution of resources, fatality management, 
the Reopening of America efforts, and second 
wave scenarios

COVID Cases





ERDC SEIR Model
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▪ Adapted SEIR approach - Splits 

Infected population into “reported” 

and “unreported

▪ Dynamics statistically combined 

with observations and SME 

knowledge

▪ Parameters updated daily with 

new data

▪ Model parameters change with 

varying social distancing 

restrictions 

▪ Prediction uncertainty from 

unconstrained parameters is 

characterized

Alternative 1

Alternative 2

Second Wave



CDC Ensemble Forecast



FEMA R1-Tool: 
Translating Model into Institutional Requirements

ERDC-SEIR



Compounding Threats: 

COVID + Hurricanes

Modeling of Pandemic

Consequences

Flood Inundation

Modeling

Outcomes:
•Additional PPE needs for 
shelter workers and 
emergency management 
personnel

•Needs for additional shelters 
to maintain social distancing

•Resource needs to maintain 
functionality of critical 
healthcare facilities

•Potential impacts on 
vulnerable communities (e.g. 
elderly)

Nature Urban Sustainability

(in press)



• The Small Business 
Administration (SBA) backs 
loans to small businesses 
affected by the pandemic 
through the Paycheck 
Protection Program (PPP).

• Low penetration rates in 
remote areas

Is Financial Support 
Efficient? 
Loan Penetration for 
Food Services
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Equity Issues

Vaccine 

Islands



• We interpret risk as 

the probability of an 

uninfected employee 

becoming infected 

after an encounter.

• Any risk can be 

described in a 

probability 

framework using 

spatial and temporal 

parameters

Micro Exposure Model (MEM)
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Elevator 

Risk
Office 

Risk

Cafeteria 

Risk

Restroom 

Risk

Daily Risk of Infection

• Use Monte Carlo 

simulations to 

account for specific 

workplace 

environments and 

individual employee 

behavior

• Input parameters are 

nation wide infection 

percentage and 

mask efficacy 

statistics

MEM Integrates elements of both SEIR and 
ABM to capture behavioral uncertainty in viral 

exposure and infection, considering 
environmental conditions at workplaces

Nature Exposure Science

(in press)
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How to Quantify Resilience?

After 

2019



Resilience Matrix

Physical 

Information

Cognitive

Social

PREPARE ABSORB RECOVER ADAPT

System Domains
Disruptive Event Stages

Scale

Home      Neighborhood          Town            County           Region       State      Country



Assessment using Stakeholder Values

Use developed resilience metrics to comparatively assess the costs and 

benefits of different courses of action 
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After Fox-Lent et al., 2015



Resilience 
Matrix: 
Cyber



Resilience 

Matrix: 

Energy



Network-based Resilience Theory?

System’s critical functionality (K)

Network topology: nodes (𝓝) and links (𝓛)

Network adaptive algorithms (𝓒) defining how nodes’ 
(links’) properties and parameters change with time

A set of possible damages stakeholders want the 
network to be resilient against (𝑬)

𝑅 = 𝑓 𝓝,𝓛, 𝓒, 𝑬
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Resilience Model

DelaysRandom Network 
Disruptions

Delays

Scenario 1

“Baseline”

Scenario 2



Resilience vs Efficiency at 
5% disruption

2017 Efficiency compared to mean, hours
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Lack of Resilience: Impact on GDP

Baseline Case (in color)

Explicit Resilience Modeling (Bars)



Supply Chains Crisis in CA

Data 

Fusion

Port

AI/ML 

Model(s)

Interactive 

visualization

Forecasting/

Optimization/

Process Discovery
- Dedicated Truck 

Lanes

- Driver Incentives

- Less wait times 

for pick up/drops

- Identify potential 

traffic 

bottlenecks



Ships Freight Consumers

Ports

Transportation

Econometric 

Modeling

Transportation 

Supply Chain Model

Data 

Management

Toolbox

Risk and 

Resilience 

Analytics

Resilience-focused 
Supply Chain Policy 
Interventions in CA



US Army Corps of Engineers  • Engineer Research and Development Center

UNCLASSIFIED

UNCLASSIFIED
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Technical Approach:

Aggregate Freight Flows

• The optimization can be performed 
using:

• Aggregate Flows:

• Individual Commodity Flows (such 
as refrigerated goods or car parts)

• Short vs Long Haul

*Presenter notes: shown on the right here 
is the aggregate flows



US Army Corps of Engineers  • Engineer Research and Development Center

UNCLASSIFIED

UNCLASSIFIED
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Application 1: Traffic Policy Decision Tool 

Project Goal

• Challenge: Having a reliable way to compare the 
relative impact of different policies and 
investments on freight transit times

• Solution: Using AI Model to compare Avoidance 
and Mitigation Strategies

• Key Freight corridor expansion
• Diverting or prioritizing traffic on specific highway 

segments, lanes, times of day
• Land use planning controls
• Investment in infrastructure of alternative modes
• Incentives to balance variance in round-trip under 

stress

Scenario 1

Scenario 2



US Army Corps of Engineers  • Engineer Research and Development Center

UNCLASSIFIED

UNCLASSIFIED
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Application 2: Optimizing the Location of Medium- and Heavy-Duty Hydrogen Dispensing Stations

Technical Approach: Calculating Total Additional Route Diversion

1. Define gas stations which are candidates for 
conversion

2. Leverage State-Wide freight flows being 
developed for CTC

3. Compute the total travel time added by making 
all truck routes pass through a set of gas stations

4. Find the set of gas stations which minimize the 
additional travel time 

5. Overlap results with additional information
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Locating Hydrogen
Refueling Stations in CA

Locating Hydrogen
Refueling Stations in CA









Islands and 
Remote 

Communities:
Food Supply 

Chains

Pronounced need ongoing in remote, 

austere, or island communities –Tribal 

communities on Martha’s Vineyard.

0

200

400

600

800

1000

1200

1400

1600

1800

Martha’s Vineyard: Monthly Pantry 
Visits

2018
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Nature Communications  (in press)

Traditional Supply 

Chain Management 

Approaches

Resilience-by-

Design

Resilience-by-

Intervention

Threats 

to Food 

Security

/Supply 

Chains

Systemic (Climate change, social and economic changes) and shocks 

(pandemics, cyber attacks, natural disasters)

Actions 

and 

Analytic

s/Stage

s

Hardening the system 

based on assessing 

largely known or 

predictable risks (i.e. 

product of threat, 

vulnerability, and 

consequence)for 

prepare and absorb 

stages.

Engineering systems 

to be recoverable and 

adaptable in response 

to both predicted and 

unknown threats 

based on modeling 

loss of critical system 

functionality over 

time.

Resources outside an 

individual SC (e.g., 

stockpiles, services, 

community stakeholder, 

etc.) available to facilitate 

recovery and adaptation 

of systems in case of 

disruptions  

Advant

ages of 

Approa

ch

Methodology is well 

developed and 

practiced, allows system 

to retain functionality 

without disruptions. 

Works well for known or 

predictable threats.

System is designed for 

self-healing and able 

to quickly respond to 

either 

known/predictable or 

unknown disruptions 

in the context of its 

own needs and 

abilities.  

Combined resources and 

capabilities allows cost 

saving as well as flexibility 

to adapt to a much 

broader range of possible 

disruptions.

Disadva

ntages 

of 

Approa

ch

Limited to known or 

predictable threats; cost 

increases exponentially 

once low probability 

high consequence 

disruptions are 

considered.  Possible 

catastrophic failure since 

system are not designed 

for recovery. 

System needs to 

maintain redundant 

capabilities and 

training of personnel 

to maintain and act 

accordingly.  May be 

quite expensive.

Necessary cooperation 

and resource allocation 

among stakeholders, 

regulators, and other SC 

players limits 

speed/viability of 

corrective action 

development. Cost may 

be substantial, but lower 

than in by-design.



Vision for System Resilience: Social 
Science/Communication Integration



From University of VA web pages

Linkov et al., 2014
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