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Motivation: Interdependent Infrastructure
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Narayanan et al. Air 

Force Installation 

Energy Assurance. 

RAND Corporation, 

2017.

Power 

Flow
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Power 

Flow

Substation Failure 

due to Compound 

Threat…

Motivation: Interdependent Infrastructure
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Power 

Flow

…Causes 

Interdependent 

Issues

Needs Fuel + 

Controls (Telecom) 

to Operate

Provision of Backup 

Generation to 

Nearby Facilities 

(Electricity)

Access to 

Repair

(Transport)

Change 

Critical Load 

Operations

(Water, etc.)

Motivation: Interdependent Infrastructure
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MCB HawaiiEnergy, Water, 

Transportation, Telecom

Identify Interdependent “Worst-

Case” Compound Threats

Civilian Military

Goal: Apply Methods to DoD Problems



Research Inside & Outside the Fence Line

7

• Is there a framework for 

interdependent infrastructure 

modeling & analysis useful for 

installation vulnerability?

• How does the DoD relate 

infrastructure to mission?

• How is the DoD currently 

prioritizing their own 

infrastructure? Is it sufficient?

Inside the Fence Line
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installation vulnerability?
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Inside the Fence Line Outside the Fence Line

• How do community needs
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impact mission?

• How to better coordinate 

military installations and local 

communities during 
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• What investments outside the 

fence line support resilience?
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E1

E2

E3

E4

W1

W2

W3

Substation

Reservoir

Node-Colored 

Multilayer Network

𝑀 = (𝑉𝑐 , 𝐸, 𝐶, 𝜒)

𝐸,𝑊,… ∈ 𝐶
𝜒:𝑁𝐶 → 𝐶

Multilayer Installation Network 

𝐺𝐸(𝑉𝐸 , 𝐸𝐸)

Electric Power 

Network

𝐺𝑊(𝑉𝑊 , 𝐸𝑊)

Water Network

𝐸𝐸𝑊 ⊆ 𝐸

𝐸𝑊𝐸 ⊆ 𝐸

Interdependence

Notation based on:

Kivelӓ et al. (2014)

Multilayer Installation 

Networks
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min 

𝑖∈𝑁,𝑘∈𝑃

𝑙𝑝𝑖,𝑘 + 𝑙𝑞𝑖,𝑘



𝑝∈𝑃𝑛

𝑞𝑝,𝑛 − 𝐷𝑛
𝑎𝑐𝑡 = 0

3 Phase AC 

Optimal Power Flow

Hydraulic Balancing

Interdependent 

Operator Models

Multilayer Installation 

Networks



15

The PowerWaterModels.jl

problem (Uber Model):

• Calls and installs 

external packages 

(PowerModels, 

WaterModels)

• Interdependencies 

handled using two 

constraints added as a 

separate file. 

• Run as standalone

package

Makes it hard for non-

experts to understand

Limits flexibility for other 

systems to be included
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Fuel Network

Power Network

Fuel Network 

Model

Objective for 

Fuel Delivery

Constraints for 

Fuel Delivery

Power Network 

Model

Objective for 

Power Delivery

Constraints for 

Power Delivery

Process for Interdependent 

Infrastructure Analysis:

1. Make Domain-specific 

Operational Models

Interdependency Framework (Maj Kuc 2020)
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Fuel Network

Power Network

Fuel Network 

Model

Objective for 

Fuel Delivery

Constraints for 

Fuel Delivery

Constraints for 

Power on Fuel

Power Network 

Model

Objective for 

Power Delivery

Constraints for 

Power Delivery

Process for Interdependent 

Infrastructure Analysis:

2. Develop Interdependency 

Constraints and Data sets

Interdependency Framework (Maj Kuc 2020)
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Fuel Network

Power Network

Fuel Network 

Model

Objective for 

Fuel Delivery

Constraints for 

Fuel Delivery

Constraints for 

Power on Fuel

Power Network 

Model

Objective for 

Power Delivery

Constraints for 

Power Delivery

Process for Interdependent 

Infrastructure Analysis:

3. Combine into a Single “Uber” 

Model for Analysis

Interdependent Network 

Model

Objective

Constraints for 

Fuel Delivery

Constraints for 

Power Delivery

Objective

Constraints for 

Fuel on Power 

Constraints for 

Power on Fuel 

Interdependency Framework (Maj Kuc 2020)



Interdependency Framework (Maj Kuc 2020)

19

Fuel Network

Power Network

Fuel Network 

Model

Objective for 

Fuel Delivery

Constraints for 

Fuel Delivery

Power Network 

Model

Objective for 

Power Delivery

Constraints for 

Power Delivery

New Process for Interdependent 

Infrastructure Analysis:

1. Make Domain-specific 

Operational Models



Interdependency Framework (Maj Kuc 2020)

20

Fuel Network

Power Network

Fuel Network 

Model

Objective for 

Fuel Delivery

Constraints for 

Fuel Delivery

Interdependent Network 

Model

Objective

Constraints for 

Fuel Delivery

Constraints for 

Power Delivery

Objective

Constraints for 

Fuel on Power 

Constraints for 

Power on Fuel 

Power Network 

Model

Objective for 

Power Delivery

Constraints for 

Power Delivery

New Process for Interdependent 

Infrastructure Analysis:

2. Run Combo-Model Generator 

Function → Interdependent Model

Based on work by: Ahangar et al. "Modeling interdependencies in 

infrastructure systems using multi-layered network flows." Computers 

& Operations Research 117 (2020): 104883.
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Fuel Network

Power Network

Fuel Network 

Model

Objective for 

Fuel Delivery

Constraints for 

Fuel Delivery

Interdependent Network 

Model

Objective

Constraints for 

Fuel Delivery

Constraints for 

Power Delivery

Objective

Constraints for 

Fuel on Power 

Constraints for 

Power on Fuel 

Power Network 

Model

Objective for 

Power Delivery

Constraints for 

Power Delivery

New Process for Interdependent 

Infrastructure Analysis:

2. Run Combo-Model Generator 

Function → Interdependent Model

This Process Enables the Better Development 

of Interdependent Infrastructure Models

• More easily combine 

models developed in 

isolation by non-experts

• Supports more flexible 

interdependent 

infrastructure analysis

Enables more effective 

vulnerability analysis to 

compound threats



Funding Decisions are Made with the Mission Dependency Index (MDI)

• Facility Condition Index (FCI): Measure of quality

• Mission Dependency Index (MDI): Measure of capability

FY21 Expenditures using MDI & FCI

From: Nichols (2015) From: Eisenberg et al. (2022)

High

Low
Better Worse

Mission Dependency Index
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Interruptibility Score

None (N)

Brief (B)

Short (S)

Prolonged (P)

Relocatability / Replaceability Score

Impossible (I)

Extremely Difficult (X)

Difficult (D)

Possible (P)

Mission Dependency 

Index: Two Key Steps

1. Expert elicitation to 

determine mission-

essential assets and 

facilities. Produces 

measures of mission 

dependency within and 

between missions.

Mission Dependency Index
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Interruptibility Score

None (N)

Brief (B)

Short (S)

Prolonged (P)

Relocatability / Replaceability Score

Impossible (I)

Extremely Difficult (X)

Difficult (D)

Possible (P)

Mission Dependency 

Index: Two Key Steps

1. Expert elicitation to 

determine mission-

essential assets and 

facilities. Produces 

measures of mission 

dependency within and 

between missions.

2. Integration into 

normalized score that is 

sent up the decision 

chain within the DoD to 

guide funding 

decisions.

Mission Dependency Index

• Risk matrices and 

ordinal scales can 

produce misleading 

prioritization.

• Expert elicitation can 

produce skewed and 

inappropriate scores

This has known 

issues...



MDI Analysis Intent

MDI & Interdependent Networks
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MDI Analysis Intent MDI Analysis Reality

No one has any idea about the networks and 
measures they produce.
• No way to compare analysis from one 

installation to another.
• No way to compare with networks literature 

to develop models, metrics, measures, etc.

MDI & Interdependent Networks
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Administrative 
Mission Red

MDI as a Multilayer Network (LCDR Fish 2021)
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Importance of facilities 

within a single mission 

measured with MDw

Administrative 
Mission Red

MDI as a Multilayer Network (LCDR Fish 2021)

29



Administrative 
Mission Red

Administrative 
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Administrative 
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Operational 
Mission Yellow

MDI as a Multilayer Network (LCDR Fish 2021)
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Importance of facilities 

between missions 

measured with MDB

Administrative 
Mission Red

Administrative 
Mission Blue

Administrative 
Mission Green

Operational 
Mission Yellow

MDI as a Multilayer Network (LCDR Fish 2021)
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Comparing Systems… Lots of Problems!

Administrative 
Mission Red

Administrative 
Mission Blue

Administrative 
Mission Green

Operational 
Mission Yellow

Electric Power

Water

MDI as a Multilayer Network (LCDR Fish 2021)
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Comparing Systems… Lots of Problems!
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Mission Blue
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Mission Green
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Mission Yellow

Electric Power

Water

MDI as a Multilayer Network (LCDR Fish 2021)
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Realistic, but Fictitious 

Diesel Fuel Marine 

Mission

39



Realistic, but Fictitious 

Diesel Fuel Marine 

Mission

P1 P2

P4P3
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Partition |M1| |M2| M1 MDI M2 MDI

P0 0 7 N/A 65.55

P1 1 6 69.8 66.9

P2 2 5 69.3 68.0

P3 3 4 69.2 68.7

P4 4 3 68.7 69.2

Significant (84-70) Relevant (69-55)

Realistic, but Fictitious 

Diesel Fuel Marine 

Mission

P1 P2

P4P3
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Partition |M1| |M2| M1 MDI M2 MDI
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P3 3 4 69.2 68.7
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prioritization

• Large ramifications for Navy 

infrastructure decisions

Realistic, but Fictitious 

Diesel Fuel Marine 

Mission

P1 P2

P4P3

Results Presented to NAVFAC Civil Engineering Corps

“…directly supporting NAVFAC’s 

ability to deliver technical and 

acquisition solutions for the fleet with

world-class research and education 

on analyzing and improving

vulnerability analysis and Mission 

Dependency Index… …we are 

actively working to bring their tools, 

education and insight to the entire 

NAVFAC enterprise and Civil 

Engineer Corps

– CDR Ed Fosson, XO (former), 

Center for Seabees and Facilities 

Engineering
Eisenberg, Daniel A., Aaron B. Fish, and David L. Alderson. 

"What is wrong with the Mission Dependency Index for US 

federal infrastructure decisions?." Risk Analysis (2022).



Research Inside & Outside the Fence Line
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• Is there a framework for 

interdependent infrastructure 

modeling & analysis useful for 

installation vulnerability?

• How does the DoD relate 

infrastructure to mission?

• How is the DoD currently 

prioritizing their own 

infrastructure? Is it sufficient?

Inside the Fence Line Outside the Fence Line

• How do community needs

and infrastructure systems 

impact mission?

• How to better coordinate 

military installations and local 

communities during 

disasters?

• What investments outside the 

fence line support resilience?



Critical Infrastructure Resilience 

Collaboration & Assessment (CIRCA)

45

Objective: Improve the resilience of military installations to extreme events. Installation resilience 

is tied to their local communities, including shared critical infrastructure systems and resources.

Project Benefits:

• Fully-funded & managed project. Funded by OSD SERDP Program. NPS and CSL 

coordinate analysis.

• Stakeholder-driven analysis supports local installation and community needs.

• Achieve mission and community resilience through models that support planning and

funding decisions.

MCBH Kāne'ohe BayNaval Station Newport



One Island, 5 Communities:

• NAVSTA Newport vulnerable to 

sea level rise and coastal flooding.

• Newport City, Middletown, and 

Portsmouth each produce separate 

evacuation plans.

• NAVSTA Newport evacuation plans 

end at the fenceline.

Concerns:

• Plans do not consider climate 

change

• Limited integration, each plan uses 

the same shelters and routes

• Limited coordination

Goal: evacuation planning for 

future storms

NAVSTA Newport (LCDR Jones 2021)
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NAVSTA Newport (LCDR Jones 2021)

• Total evacuation takes 14 hrs.
• Majority of evacuees would 

need to go off-island (based 
on shelter capacities)

• Model considers evacuees 
from NAVSTA Newport / NUWC 

going to shelters

At-risk Populations Road NetworkShelters and Off-Island Evacuation

Evac Destinations

• 3 Bridges

• One shelter

Vulnerable 

populations 

across all 

communities 47
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Hurricane Henri:

• 19 Hours to full 

evacuation of 

NAVSTA 

Newport

• Military 

personnel sent 

off-island to 

free up shelters

NAVSTA Newport (LCDR Jones 2021)
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NAVSTA Newport (ENS Domanowski 2022)

Synthetic Storm Generation Uncertain Evacuation Demand + Routing

1. 2. 3. 4. 5.
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Synthetic Storm Generation Uncertain Evacuation Demand + Routing

1. 2. 3. 4. 5.

NAVSTA Newport (ENS Domanowski 2022)
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Synthetic Storm Generation Uncertain Evacuation Demand + Routing

1. 2. 3. 4. 5.

Evacuation Across All Scenarios

• Current results are too conservative

• Model provides a basis for future 

evacuation coordination and routing

NAVSTA Newport (ENS Domanowski 2022)
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Synthetic Storm Generation Uncertain Evacuation Demand + Routing

1. 2. 3. 4. 5.

Evacuation Across All Scenarios

• Current results are too conservative

• Model provides a basis for future 

evacuation coordination and routing

Results Used for Installation Decision-Making

• Results briefed to 

Admiral in charge of 

Hurricane Henri 

emergency response

• Used in TTX to develop 

military installation 

resilience review (MIRR)

• Briefed to local 

emergency managers

• Briefed to political 

leaders & decision 

makers

NAVSTA Newport (ENS Domanowski 2022)
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Marine Corps Base Hawaii Last-Mile Supplies

Problem: Last-mile distribution 

requires analysis and integration.

• Oahu does not have a Coordinated 

Community Point of Distribution 

(POD) plan.

• Need coordination for pre-, during, 

and post-disaster response.

Coordination with Key Stakeholders

• Federal >> Local Decision-makers 

and planners.

• Inclusion of key private 

stakeholders, e.g., Hawaii 

Foodservice Alliance, Pacific 

Disaster Center.

• Food and disaster management 

experts at UH. 

DoD 

and Federal

State

and Local

Private, 

NGO, Uni
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Windward Oahu & Marine Corps Base 

Hawaii (MCBH)

• Population (2020): 137,115 (~10%)

• 2 military bases: MCBH + Bellows

• Isolated by mountains

• 48% of military + civilian staff live off 

the installation

Marine Corps Base Hawaii Last-Mile Supplies
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Windward Oahu & Marine Corps Base 

Hawaii (MCBH)

• Population (2020): 137,115 (~10%)

• 2 military bases: MCBH + Bellows

• Isolated by mountains

• 48% of military + civilian staff live off 

the installation

Distribution Management Plan Lacks 

Coordination & Implementation

Marine Corps Base Hawaii Last-Mile Supplies



Resupply PODs: Post-disaster resupply.

• Limited to FEMA standard layouts (shown below).

57

Pre-covery PODs: Preposition food and 

water before disaster (shown right).

• Feed more people with less space.

• Require long-term storage and 

maintenance. Have more 

requirements. Image of HFA Pre-covery POD

Goal: Identify best locations for 

pre-covery and resupply PODs. 

Type 1: 20k meals Type 2: 10k meals Type 3: 5k meals

Marine Corps Base Hawaii Last-Mile Supplies
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POD Location-Allocation (Husemann, Wigal)

Data: Key Roads, Populations (2020 Census), and Possible PODs

Model-based 

Recommendations

• Data developed

to determine 

POD locations 

across entire 

island. 

• Model traffic and 

congestion across 

Windward Oahu 

to determine 

optimal 

Windward POD 

locations. 
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Hazards

Results

http://faculty.nps.edu/cid/pods/inundation_update.html

POD Location-Allocation (Husemann, Wigal)

http://faculty.nps.edu/cid/pods/inundation_update.html
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Hazards

Results

Briefed to Federal, State, Local, and DoD Stakeholders

Incorporated into State Plans

Coordination for

Emergency 

Distribution 

• Results guiding project 

development for 

emergency 

management 

infrastructure (DCIP)

• Adopted by state 

emergency 

management agency

• MCBH CO interested in 

applying methods 

across pacific

POD Location-Allocation (Husemann, Wigal)



61

Next Steps: Hybrid (Wigal), Fuel (Goodell)

Hybrid Concept: Combining 

pre-covery, FEMA ops, and 

delivery

• Hybrid approach needed to 

serve vulnerable populations.

• Where should PODs be if 

some drivers used for 

delivery?

Towards Interdependent 

Systems:

• Refueling combines roads 

with pipelines

• Develop optimal refueling 

strategy.

• Future: Interdependent 

network vulnerability analysis



62

Advance Methods for 

Worst-Case Failure Models:

• Fuel & Food for MCBH

• Worst-case Modeling in 

collaboration with NICE project: 

Ganguly (NEU), Chatterjee 

(PNNL)

Next Steps: Integrating Methods



Summary

● Research Advances Models and Methods in the DoD

⧫ Interdependent network flow optimization + rapid model development

⧫ MDI flaws and solutions

● Work directly impacting Navy and Marine Corps Installations

⧫ NAVFAC CEC Community trained with MDI analysis

⧫ Evacuation Planning for Naval Station Newport + Aquidneck Island

⧫ Last-Mile Supply Chain Resilience for Marine Corps Base Hawaii

● Coordinating with Climate Change + Defense Communities

⧫ NPS Climate & Security Network (CSN)

⧫ Resource Competition, Environmental Security, and Stability (RECESS)

⧫ Intel Community Environmental Research Working Group (ICESWG)
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Thank You!

● Dr. Daniel Eisenberg

Deputy Director, Center for Infrastructure Defense

Assistant Professor, Operations Research

Naval Postgraduate School

daniel.eisenberg@nps.edu 

http://faculty.nps.edu/deisenberg

● NPS Center for Infrastructure Defense
http://www.nps.edu/cid  

● Related Links and Maps
faculty.nps.edu/cid/pods/inundation_update.html
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Publications

Published:

● Kuc, Matthias P. "A Computational Framework for Optimization-based 

Interdependent Infrastructure Analysis and Vulnerability." Master’s in 

Operations Research, Naval Postgraduate School, 2020.

● Fish, Aaron B. “Overcoming Flaws in the Mission Dependency Index with 

Network Flow Analysis." Master’s in Operations Research, Naval 

Postgraduate School, 2021.

● Pulliam, Daniel B. “Developing a framework for analyzing the resilience of 

forward expeditionary port refueling infrastructure." Master’s in Operations 

Research, Naval Postgraduate School, 2021.

● Herster-Dudley, Marci, “Building resilience in DoD Microgrids by considering 

human factors in recovery procedures,” Master’s in Systems Engineering, 

Naval Postgraduate School, 2021.

● Jones, Amanda, “Mission-informed evacuation models for Naval Station 

Newport and Aquidneck Island,” Master’s in Operations Research, Naval 

Postgraduate School, 2021.
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Publications (cont.)

Published:

● Eisenberg, DA, Fish, AB, Alderson, DL, “What’s wrong with the Mission 

Dependency Index for U.S. Federal Infrastructure Decisions?” Risk 

Analysis, (2022)

● Husemann, Tate, “Last-Mile Supply Chain Resilience for Marine Corps 

Base Hawaii,” June 2022

● Domanowski, Christina, “Robust Evacuation Plans for Naval Station 

Newport and Aquidneck Island,” June 2022

In-Preparation:

● Wigal, Jacob, “Optimizing Last Mile Delivery of Disaster Relief Supplies for 

Oahu, Haii” Expected March 2023

● Goodell, Felicia, “Last Mile Refueling for Oahu and Marine Corps Base 

Hawaii ” Expected March 2023

● Eisenberg et al., “Methods for Interdependent Infrastructure Model Fusion,” 

in-prepartion 66



BACKUP SLIDES
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RC20-1091: Modeling Compound Threats to 

Interdependent Infrastructure on Military Installations

Performers: 

• NPS: Daniel Eisenberg, David Alderson

• Contractors: Converge Strategies, LLC

Research Focus

• Develop a method to map installation and facility 

vulnerabilities to compound threats (SON 2).

• Assess how to improve resilience without 

specifying threats (SON 3).

Research Objectives

• Create methods to assess worst-case disruptions 

to interdependent infrastructure on installations

• Link infrastructure mission to investment

Project Progress and Results

• 9 Master’s Theses Completed

• Active Case Studies with Multiple Installations

Technology Transition

• Students → Fleet

• NAVFAC, NAVSTA Newport, MCBH
68

Interdependencies

Failures

Mission

Dependencies

Operations



Technical Approach: Worst-Case Failures
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● One player is trying to ensure the “operation” of a system. 

● Another player is trying to interdict that operation.

● Player behavior is a decision, not a random event.

● We can be operator/defender or attacker, based on context.

We call this player the operator or defender.

We call this player the attacker.

Investments in 

hardening, redundancy, 

etc., limited by budget.

Attacks limited by 

capability of the 

“attacker” and defenses

Optimal operation of 

the system, even after 

loss of components

Alderson, D.L. et al. 2014. “Assessing and Improving Operational Resilience of 

Critical Infrastructures and Other Systems.” INFORMS, Hanover, MD, 180-215.
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Results Presented to Naval Fuels Research Community

Thesis Won MORS Tisdale Award

“We plan to use LT 

Pulliam's framework and 

model to inform 

infrastructure posturing 

decisions, acquisition 

planning, and identifying 

vulnerabilities.”

– Cody M. Reese, 

NAVFAC EXWC


